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UPDATE: Log4Shell - CVE-2021-44228 —
Apache Log4j Vulnerability (15.12.21)

Priority: Critical

Executive Summary:

ITC Secure is continuing to monitor for any alerts that could indicate an incident related to the recent
Log4j vulnerability. As a further update to our activities related to the Log4J vulnerability ITC continue
to research and review available I0Cs carrying out regular threat hunting to find any signs of
compromise against CVE-2021-44228. We have provided a list of additional IOCs to aid your internal
Security and Network teams in their investigations.

ITC recommend that systems vulnerable to CVE-2021-44228 are patched to the latest version and
manufacturers recommendations are followed to prevent exploitation. Customers are advised to
carry out vulnerability assessments to identify any systems that are vulnerable to CVE-2021-44228
with a priority on public facing servers and any internal critical systems.

Customers that have a VI service through ITC are having regular vulnerability scans performed to
identify any systems that are vulnerable to CVE-2021-44228 and patched accordingly. In order to
ensure the accurate detection of the Log4j vulnerability customers should install Qualys cloud agents
on all assets where possible and ensure authentication credentials have been sent to the SOC for all
assets where an agent cannot be installed.

Specific guidance that has been published and is regularly updated by Microsoft can be found here.

Guidance for preventing, detecting, and hunting for CVE-2021-44228 Log4j 2 exploitation - Microsoft
Security Blog

Microsoft have shared their IOC list for Log4j as a thread feed which can be found here.

https://raw.qgithubusercontent.com/Azure/Azure-
Sentinel/master/Sample%20Data/Feeds/Log4j IOC List.csv

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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https://www.microsoft.com/security/blog/2021/12/11/guidance-for-preventing-detecting-and-hunting-for-cve-2021-44228-log4j-2-exploitation/
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fraw.githubusercontent.com%2FAzure%2FAzure-Sentinel%2Fmaster%2FSample%2520Data%2FFeeds%2FLog4j_IOC_List.csv&data=04%7C01%7Cfleur.chapman%40itcsecure.com%7C6812f21018d943b9a1ed08d9bff708a1%7C1783aa25fdb64c998a71a56273464894%7C0%7C0%7C637751889984360496%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=zKB7EC%2Fp9PwAb%2FYDGgv%2BIp2j3uvNvlnQxtkMCvEAd7k%3D&reserved=0
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IP Addresses
170.210.45.163
167.172.85.73
167.172.83.133
167.71.13.196
165.232.84.228
165.227.239.108
165.227.49.32
165.227.24.81
165.227.20.170
165.227.18.8
165.227.4.86
165.22.237.1
165.22.231.66
165.22.222.120
165.22.222.88
164.52.53.163
162.243.172.194
159.203.56.4
159.89.133.216
159.89.122.19
159.65.110.157
159.65.110.144
159.65.110.124
159.65.106.213
159.65.106.130
159.65.106.65
159.65.106.60
159.65.106.11

159.65.97.137

159.65.48.154
157.245.129.50
154.65.28.250
150.158.189.96
149.129.95.75
147.182.214.81
147.182.146.192
147.182.146.165
144.217.86.109
143.198.163.225
143.110.216.245
143.110.216.75
143.110.216.17
143.110.208.212
143.110.208.84
139.59.96.42
139.59.8.39
138.197.202.163
138.68.247.241
138.68.246.18
138.68.241.212
138.68.57.60
138.68.40.190
138.68.7.172
138.68.4.129
137.184.156.166
137.184.25.7
134.122.43.27
134.122.32.225

THREAT HORIZON

131.100.148.7
128.199.222.221
128.199.76.65
128.31.0.13
124.224.87.29
124.224.87.11
121.5.226.36
121.5.113.11
121.5.109.55
120.195.30.152
113.141.64.14
113.98.224.68
112.74.52.90
111.252.206.184
111.252.156.42
111.59.85.209
111.28.189.51
109.201.133.100
109.70.100.30
107.189.1.178
107.189.1.160
104.248.144.120
104.244.76.13
104.244.73.126
104.244.72.115
103.103.0.142
101.71.38.179
101.71.37.219

89.238.178.212

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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37.120.158.22 216.218.134.12 203.175.12.97
37.120.158.21 213.164.204.146 203.175.12.88
37.120.158.20 209.141.45.189 203.175.12.87
37.19.213.150 199.195.253.162 203.160.52.160
37.19.213.148 199.195.253.156 199.249.230.185
37.19.212.88 199.195.251.182 199.249.230.172
36.155.14.163 199.195.249.16 198.55.102.203
35.232.163.113 198.98.59.35 195.58.49.34
34.201.223.214 195.206.105.217 194.156.120.54
31.210.20.110 195.176.3.24 194.147.34.150
31.42.185.24 192.46.237.134 194.110.84.23
31.6.19.41 192.46.237.123 194.88.143.66
27.255.81.163 192.46.237.113 193.201.9.212
23.168.193.26 192.46.237.71 193.32.210.183
23.154.177.4 192.46.237.70 193.29.60.203
23.129.64.149 192.46.237.62 192.243.124.240
23.129.64.148 192.46.237.61 192.243.124.39
23.129.64.147 192.46.237.59 185.236.200.117
23.129.64.146 192.46.235.50 185.220.102.254

23.129.64.144
23.129.64.142
23.129.64.140
23.129.64.139
23.129.64.138
23.129.64.131
18.27.197.252
13.72.102.159
5.181.235.45

5.15.139.129

1.179.247.182

178.73.210.247

192.42.116.26
189.188.33.125
218.172.129.173
217.138.200.148
217.70.162.253
216.127.162.4
210.6.176.90
209.141.41.62
209.58.146.134
203.175.12.100
203.175.12.98
178.238.11.162

185.220.102.245
185.220.101.43
185.220.101.5
185.216.74.113
185.202.220.29
185.202.220.27
185.199.103.152
185.169.255.159
185.125.204.196
185.120.16.147
185.38.175.131
181.215.140.23

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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178.17.170.23
176.119.195.47
174.138.24.29
173.242.122.197
173.242.119.234
173.242.114.204
172.104.96.248
172.104.64.104
167.71.175.10
166.70.207.2
165.231.33.172
165.227.31.212
164.90.150.153
162.247.74.74
159.65.110.113
153.122.175.183
153.122.175.117
153.122.175.25
147.135.105.62
142.93.18.229
139.162.228.124
139.162.18.187
139.59.16.196
139.28.219.110
138.197.197.97
138.197.130.204
128.90.61.199
125.75.76.229
123.114.33.146
121.4.181.178

185.220.101.49
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119.237.159.189
116.49.189.128
115.60.20.9
114.37.223.180
114.37.213.110
114.37.152.102
113.88.229.171
109.70.150.140
109.70.100.22
107.189.6.166
107.170.69.93
106.192.210.1
106.192.82.193
104.244.78.168
104.244.77.122
104.244.77.101
104.244.75.225
103.103.128.86
95.216.145.1
92.223.90.69
218.89.222.71
217.79.189.13
213.152.162.10
209.141.54.195
209.141.46.81
209.127.17.242
209.127.17.234
207.148.74.130
205.185.117.149
198.144.121.43
185.220.101.53

THREAT HORIZON

198.98.51.189
197.246.171.41
195.251.41.139
195.176.3.19
195.54.160.149
195.19.192.26
193.31.24.154
192.46.237.121
191.232.38.25
185.245.86.86
185.220.103.116
185.220.102.252
185.220.101.187
185.220.101.181
185.220.101.180
185.220.101.179
185.220.101.178
185.220.101.172
185.220.101.161
185.220.101.160
185.220.101.157
185.220.101.156
185.220.101.153
185.220.101.152
185.220.101.151
185.220.101.150
185.220.101.142
185.220.101.136
185.220.101.133
185.220.101.58
185.220.101.55

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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185.220.101.40
185.220.101.37
185.220.101.36
185.220.101.34
185.220.101.32
185.220.100.255
185.220.100.254
185.220.100.253
185.220.100.252
185.220.100.251
185.220.100.250
185.220.100.249
185.220.100.246
185.220.100.245
185.220.100.244
185.220.100.243
185.220.100.242
185.220.100.241
185.220.100.240
185.218.127.47
185.216.74.114
185.202.220.109
185.202.220.75
185.199.100.233
185.189.161.11
185.107.70.56
185.107.47.171
185.83.214.69
185.56.80.65
185.38.175.132

138.197.197.108

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS

185.14.97.147
185.7.33.36
182.99.247.145
182.99.247.122
179.43.187.138
176.10.104.240
176.10.99.200
174.138.6.128
172.241.167.37
171.25.193.78
171.256.193.77
171.25.193.25
171.25.193.20
185.244.214.216
185.220.102.243
185.220.101.185
185.220.101.175
185.220.101.170
185.220.101.60
185.220.101.54
185.220.101.48
185.220.101.33
185.220.101.3
185.165.169.18
185.113.128.30
185.112.144.68
165.227.17.22
165.22.232.67
163.172.213.212
159.89.159.225
139.162.161.61
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159.89.159.204
159.89.159.168
159.89.158.150
159.89.139.34
159.89.131.28
159.65.106.94
159.65.106.58
159.65.102.255
159.65.102.241
159.65.102.23
159.65.98.251
159.65.97.211
159.65.79.52
159.65.67.238
159.65.67.235
151.80.148.159
147.182.191.32
143.110.216.221
143.110.216.190
143.110.216.127
143.110.208.87
139.177.180.120
139.177.180.114
139.177.180.102
139.177.180.94
139.177.180.91
139.177.177.228
139.177.177.111
139.177.177.104
139.177.177.82
139.177.177.79
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138.197.135.145 45.83.67.132 45.83.65.173
138.68.248.48 45.83.67.116 45.83.65.150
138.68.48.89 45.83.67.90 45.83.65.131
137.184.60.5 45.83.67.89 45.83.65.130
137.184.30.176 45.83.67.47 45.83.65.101
134.122.47.97 45.83.67.45 45.83.65.90
134.122.34.12 45.83.67.44 45.83.65.89
134.122.22.252 45.83.67.3 45.83.65.47
51.159.70.42 45.83.67.2 45.83.65.46
51.105.55.17 45.83.66.243 45.83.65.40
51.15.43.205 45.83.66.217 45.83.65.4
49.7.224.217 45.83.66.216 45.83.65.3
46.166.139.111 45.83.66.186 45.83.64.233
45.155.204.20 45.83.66.174 45.83.64.218
45.154.255.147 45.83.66.173 45.83.64.217
45.153.230.20 45.83.66.133 45.83.64.183
45.153.160.139 45.83.66.131 45.83.64.176
45.153.160.136 45.83.66.130 45.83.64.175
45.153.160.130 45.83.66.127 45.83.64.136
45.152.183.196 45.83.66.88 45.83.64.134
45.129.56.200 45.83.66.87 45.83.64.132
45.83.67.252 45.83.66.74 45.83.64.92
45.83.67.251 45.83.66.66 45.83.64.91
45.83.67.237 45.83.66.45 45.83.64.88
45.83.67.216 45.83.66.44 45.83.64.87
45.83.67.215 45.83.66.4 45.83.64.49
45.83.67.179 45.83.66.3 45.83.64.48
45.83.67.174 45.83.65.216 45.83.64.40
45.83.67.173 45.83.65.215 45.83.64.6
45.83.67.133 45.83.65.204 45.83.64.5
45.83.64.3 45.83.65.174 45.83.64.4

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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45.83.64.2
110.191.179.149
109.70.100.35
109.70.100.34
109.70.100.24
109.69.67.17
107.189.28.84
107.189.14.182
107.189.12.97
107.189.8.65
107.189.4.253
104.244.78.183
104.244.76.170
104.244.74.57
104.244.73.43
104.244.72.168
203.27.106.140
199.249.230.163
199.249.230.119
199.195.250.77
199.195.248.29
198.98.59.65
198.98.57.207
198.98.56.60
197.246.171.83
195.254.135.76
1956.201.175.217
195.176.3.23
195.144.21.219
194.233.71.145

194.195.246.98

194.195.246.96
194.195.246.93
194.195.246.88
194.195.246.87
194.195.241.242
194.163.163.20
194.110.84.93
194.110.84.39
194.48.199.78
193.239.232.102
193.239.86.7
193.218.118.231
193.218.118.183
193.189.100.200
193.110.95.34
193.32.210.182
193.32.210.125
192.42.116.25
191.101.132.152
189.40.83.32
188.241.156.221
188.166.225.104
188.166.223.38
188.166.170.135
188.166.122.43
188.166.105.150
188.166.102.47
188.166.86.206
188.166.76.204
188.166.74.97
188.166.48.55

188.166.45.93
188.166.7.245
185.245.87.245
185.245.86.84
185.220.102.253
185.220.102.251
185.220.102.250
185.220.102.249
185.220.102.248
185.220.102.247
185.220.102.246
185.220.102.244
185.220.102.242
185.220.102.8
185.220.102.6
185.220.102.4
185.220.101.191
185.220.101.190
185.220.101.189
185.220.101.188
185.220.101.186
185.220.101.184
185.220.101.183
185.220.101.182
92.223.90.68
92.223.90.66
92.223.90.63
92.223.90.60
91.243.86.85
89.233.104.162
89.233.104.152

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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89.35.30.201
87.118.110.27
85.117.234.193
82.102.18.111
81.17.18.60
79.172.212.132
79.133.120.24
78.247.62.22
78.138.24.12
64.227.188.224
64.64.245.14
64.64.242.167
64.64.242.160
62.133.44.130
54.39.34.79
45.226.228.232
45.151.167.11
45.146.164.160
45.134.17.166
37.183.170.54
37.120.203.180
37.19.212.133
37.19.212.104
36.231.115.58
36.231.111.109
36.231.102.220
23.224.189.54
23.224.189.53
23.224.189.52
23.154.177.7

23.154.177.5

23.129.64.136
23.108.92.141
23.94.50.251
5.199.143.202
5.188.93.185
5.188.36.25
5.183.179.100
5.183.102.97
5.183.101.11
5.180.79.81
5.101.145.40
5.2.70.140
1.15.175.155
221.226.159.22
185.107.47.215
185.100.87.139
185.65.205.10
185.51.76.187
185.38.175.130
183.220.31.71
178.17.170.135
176.119.195.5
176.10.80.38
172.106.17.218
172.105.49.127
172.104.236.218
172.104.236.129
172.104.228.149
172.104.167.206
172.104.145.200
172.104.143.202

THREAT HORIZON

172.104.143.56
167.172.249.78
165.227.26.113
165.227.22.243
185.220.101.177
185.220.101.176
185.220.101.174
185.220.101.173
185.220.101.171
185.220.101.168
185.220.101.167
185.220.101.166
185.220.101.165
185.220.101.164
185.220.101.163
185.220.101.162
165.232.84.226
165.232.80.166
165.232.80.22
165.227.37.189
165.227.32.109
165.22.213.246
165.22.210.174
165.22.201.45
165.22.200.18
165.22.100.216
164.92.254.33
164.90.200.6
164.90.199.250
164.90.199.238
164.90.199.221

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER q % p B l(.j
iiiESNTIALS L/) d'e K ui MII:’CE: ?tsrgj;[‘
cR=sT SOC || =5

CERTIFIED

w

(B
Z
CERTIFIED

1

fc

ISO/IEC 27001

g

B2 Microsoft




O LN

SECURE

164.90.199.219
164.90.199.218
164.90.199.215
164.90.199.212
164.90.199.211
164.90.199.206
163.172.60.213
161.35.156.151
161.35.156.13
161.35.155.230
161.35.119.60
160.238.38.212
160.238.38.207
160.238.38.196
159.223.75.133
159.223.61.102
159.223.56.6
159.223.42.182
159.223.38.35
159.223.9.17
159.203.187.141
159.203.58.73
159.203.45.181
159.89.154.185
159.89.154.77
159.89.154.64
159.89.150.150
159.89.146.147
159.89.115.238
159.89.94.219
159.89.85.91

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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159.65.194.103
159.65.150.167
159.65.59.77
159.65.58.66
159.65.51.145
159.65.48.75
159.48.55.216
157.245.193.107
157.245.155.221
157.245.111.218
157.245.111.173
157.245.110.5
157.245.108.40
157.245.107.6
157.245.105.213
157.245.103.55
157.245.102.218
154.23.247.219
152.70.110.78
152.70.36.95
147.182.188.183
147.182.187.229
147.182.179.141
101.32.162.161
89.163.252.230
89.163.252.30
89.163.144.156
87.251.64.10
83.97.20.151
81.6.43.167
68.183.192.74
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64.227.188.223
64.227.8.178
51.195.166.171
51.195.45.190
51.77.52.216
45.153.160.140
45.153.160.132
45.83.67.128
45.83.67.70
45.83.67.54
45.83.66.169
45.83.65.229
45.83.64.147
45.83.64.77
45.61.185.125
42.193.23.161
37.123.163.58
23.154.177.2
23.129.64.143
221.228.87.37
221.199.187.100
220.189.250.86
218.29.217.234
217.160.174.204
217.146.83.229
217.112.83.246
217.22.18.17
213.203.177.219
213.152.188.4

213.152.162.149
159.89.48.173
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213.152.161.249
213.152.161.10
212.193.57.225
212.192.246.207
212.192.216.30
212.102.50.103
212.102.50.89
212.102.50.87
211.218.126.140
211.154.194.21
210.217.18.76
210.3.53.213
209.141.58.146
209.141.55.26
209.141.41.103
209.141.36.177
209.97.136.164
209.97.133.112
209.58.185.232
209.58.146.160
208.68.36.69
206.189.115.6
206.189.99.39
206.189.20.141
204.8.156.142
203.27.106.166
203.27.106.165
203.27.106.164
203.27.106.142
147.182.169.254

147.182.156.12

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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ESSENTIALS

PLUS ‘ /

147.182.154.114
147.182.154.113
147.182.154.110
147.182.1562.155
147.182.150.132
147.182.150.37
147.182.150.23
147.182.150.18
147.182.148.26
147.182.131.229
147.135.6.221
146.70.75.54
146.70.75.53
146.70.75.21
45.83.66.2
45.83.66.1
45.83.66.0
45.83.65.255
45.83.65.254
45.83.65.253
45.83.65.252
45.83.65.251
45.83.65.250
45.83.65.249
45.83.65.248
45.83.65.247
45.83.65.246
45.83.65.245
45.83.65.244
45.83.65.243
45.83.65.242

ISO/IEC 20000-1
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CERTIFIED

THREAT HORIZON

45.83.65.241
45.83.65.240
45.83.65.239
45.83.65.238
45.83.65.237
45.83.65.236
45.83.65.235
45.83.65.234
45.83.65.233
45.83.65.232
45.83.65.231
45.83.65.230
45.83.65.228
45.83.65.227
45.83.65.226
45.83.65.225
45.83.65.224
45.83.65.223
45.83.65.222
45.83.65.221
45.83.65.220
45.83.65.219
45.83.65.218
45.83.65.217
45.83.65.214
45.83.65.213
45.83.65.212
45.83.65.211
45.83.65.210
45.83.65.209
45.83.65.208

Gold

Mlicrosoft

Partner

B Microsoft
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SECURE

THREAT HORIZON

45.83.65.207
45.83.65.206
45.83.65.205
45.83.65.203
45.83.65.202
45.83.65.201
45.83.65.200
45.83.65.199
45.83.65.198
45.83.65.197
45.83.65.196
45.83.65.195
45.83.65.194
45.83.65.193
45.83.65.192
45.83.65.191
45.83.65.190
45.83.65.189
45.83.65.188
45.83.65.187
45.83.65.186
45.83.65.185
45.83.65.184
45.83.65.183
45.83.65.182
45.83.65.181
45.83.65.180
45.83.65.179
104.244.72.129
104.244.72.7
103.192.80.171

185.220.101.159
185.220.101.158
185.220.101.155
185.220.101.154
185.220.101.149
185.220.101.148
185.220.101.147
185.220.101.146
185.220.101.145
185.220.101.144
178.62.222.131
178.62.61.47
178.62.32.211
178.62.23.146
178.17.171.102
177.185.117.129
177.131.174.12
176.58.115.154
175.6.210.66
172.107.194.190
172.107.194.186
172.105.249.93
172.105.119.252
172.105.106.28
172.105.98.92
172.105.96.225
172.105.96.165
172.105.69.55
172.105.64.54
172.105.64.5

172.105.61.155

172.105.49.123
172.105.49.109
172.105.49.57
172.105.49.45
172.105.42.140
172.105.39.123
172.105.24.222
172.105.24.118
172.104.235.191
172.104.229.162
172.104.180.116
172.104.179.8
172.104.161.134
172.104.143.179
172.104.143.131
172.104.14.234
172.83.40.103
171.221.235.43
168.196.89.15
167.172.151.211
167.172.94.250
167.172.89.61
167.172.79.246
167.172.71.96
167.172.69.175
167.172.44.255
167.172.34.76
167.99.251.87
167.99.221.249
167.99.219.41
167.99.216.68

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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167.99.204.151 45.83.65.167 45.83.65.123
167.99.186.227 45.83.65.166 45.83.65.122
167.99.172.213 45.83.65.165 45.83.65.121
167.99.172.148 45.83.65.164 45.83.65.120
167.99.172.111 45.83.65.163 45.83.65.119
167.99.172.99 45.83.65.162 45.83.65.118
167.99.172.59 45.83.65.161 45.83.65.117
167.99.172.58 45.83.65.149 45.83.65.116
167.99.164.201 45.83.65.148 45.83.65.115
167.99.164.196 45.83.65.147 45.83.65.114
167.99.164.173 45.83.65.146 45.83.65.113
167.99.164.171 45.83.65.145 45.83.65.112
167.99.162.76 45.83.65.144 45.83.65.111
167.99.88.151 45.83.65.143 45.83.65.110
167.99.44.32 45.83.65.142 45.83.65.109
167.99.36.245 45.83.65.141 45.83.65.108
167.86.70.252 45.83.65.140 45.83.65.107
167.71.201.89 45.83.65.139 45.83.65.106
167.71.67.189 45.83.65.138 45.83.65.105
167.71.14.192 45.83.65.137 45.83.65.104
167.71.4.81 45.83.65.136 45.83.65.103
167.71.1.144 45.83.65.135 45.83.65.102
45.83.65.178 45.83.65.134 45.83.65.100
45.83.65.177 45.83.65.133 45.83.65.99

45.83.65.176 45.83.65.132 45.83.65.98

45.83.65.175 45.83.65.129 45.83.65.97

45.83.65.172 45.83.65.128 45.83.65.96

45.83.65.171 45.83.65.127 45.83.65.95

45.83.65.170 45.83.65.126 45.83.65.94

45.83.65.169 45.83.65.125 45.83.65.93

45.83.65.168 45.83.65.124 45.83.65.92

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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45.83.65.91 185.220.101.63 137.184.111.180
45.83.65.88 185.220.101.61 137.184.109.130
45.83.65.87 139.162.171.98 137.184.107.128
45.83.65.86 139.162.165.222 137.184.107.109
45.83.65.85 139.162.161.41 137.184.106.119
45.83.65.84 139.59.224.7 137.184.105.192
45.83.65.83 139.59.188.119 137.184.104.197
45.83.65.82 139.59.182.104 137.184.104.73
45.83.65.81 139.59.176.146 137.184.102.82
45.83.65.80 139.59.163.74 137.184.101.21
45.83.65.79 139.59.162.124 137.184.99.8
45.83.65.78 139.59.108.31 137.184.98.176
45.83.65.77 139.59.103.254 137.184.98.160
45.83.65.76 139.59.101.242 137.184.98.145
45.83.65.75 139.59.99.80 137.184.96.227
45.83.65.74 139.59.97.205 137.184.96.216
45.83.65.73 139.59.4.192 137.184.96.176
45.83.65.72 139.28.219.109 137.184.50.246
45.83.65.71 139.28.218.134 137.184.28.58
185.220.101.143 139.28.218.133 134.209.82.14
185.220.101.141 138.199.21.10 134.209.24.42
185.220.101.140 138.197.72.76 134.122.33.6
185.220.101.139 138.197.9.239 133.18.201.195
185.220.101.138 138.68.250.214 128.199.48.147
185.220.101.137 138.68.167.234 128.199.24.9
185.220.101.135 138.68.155.222 128.199.15.215
185.220.101.134 137.184.141.18 123.60.215.208
185.220.101.132 137.184.138.81 122.161.49.40
185.220.101.131 137.184.138.80 122.161.48.150
185.220.101.129 137.184.138.79 122.155.174.180
185.220.101.128 137.184.128.175 122.117.91.144

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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121.36.213.142
121.4.56.143
120.211.140.116
120.24.23.84
118.27.36.56
117.192.11.154
117.189.24.153
116.89.189.30
116.89.189.19
1156.1561.229.27
115.1561.229.16
115.1561.229.14
115.1561.228.235
115.151.228.146
115.151.228.95
115.151.228.92
115.151.228.83
115.151.228.64
115.151.228.18
114.112.161.155
113.219.171.101
112.74.185.158
112.74.34.48
103.107.198.110
103.107.198.109
103.107.198.108
103.103.0.141
103.4.30.79
101.204.24.28
101.71.38.231

101.71.37.47

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS
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95.25.101.193
94.230.208.147
94.142.241.194
92.246.84.133
92.223.89.187
91.250.242.12
91.207.174.157
91.207.173.119
89.249.63.3
89.238.178.213
89.187.161.208
89.187.161.35
89.163.249.244
89.163.249.192
89.40.183.205
89.38.69.136
89.38.69.99
86.106.103.29
84.17.42.118
84.17.39.201
83.149.110.185
82.146.55.139
82.102.31.170
81.17.18.62
81.17.18.61
81.17.18.58
78.110.164.45
74.207.250.89
68.183.207.195
68.183.207.73
68.183.198.36
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68.183.192.239
68.183.44.164
68.183.41.150
68.183.38.233
68.183.35.171
68.183.33.144
68.183.2.123
67.207.93.79
67.205.170.85
66.228.32.204
64.227.67.110
64.227.64.57
64.113.32.29
62.182.80.168
61.178.32.114
61.19.25.207
60.31.180.149
59.110.17.191
58.100.164.147
54.146.233.218
52.231.93.116
51.89.237.81
51.68.190.9
51.15.244.188
51.15.235.211
51.15.76.60
50.116.6.175
49.234.81.169
49.234.43.244
49.233.62.251
47.102.205.237

Microsoft
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47.74.155.101
185.220.100.248
185.220.100.247
185.173.92.243
185.170.114.25
185.130.44.108
185.100.87.202
185.100.87.174
185.100.87.41
183.13.106.232
182.253.160.196
182.99.247.253
182.99.247.199
182.99.247.188
182.99.247.181
182.99.247.75
182.99.247.67
182.99.246.199
182.99.246.192
182.99.246.190
182.99.246.183
182.99.246.179
182.99.246.172
182.99.246.143
182.99.246.141
182.99.246.128
182.99.246.106
182.99.234.208
182.99.234.148
180.149.231.245

180.149.231.197

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS
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180.149.231.196
178.239.173.228
178.239.167.180
178.176.203.190
178.176.202.121
178.128.232.114
178.128.226.212
178.128.55.244
178.79.157.186
178.79.157.61
178.79.155.29
178.79.144.101
146.59.45.142
146.56.148.181
146.56.131.161
145.220.24.19
144.48.37.78
143.244.184.81
143.198.183.66
143.198.180.150
143.110.221.219
143.110.221.204
142.93.157.150
142.93.151.76
141.226.14.14
141.105.65.94
140.246.171.141
139.177.178.230
139.177.178.144
139.177.178.141
139.177.178.140
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Gold
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139.177.178.127
139.177.178.15
139.177.178.8
46.194.138.182
46.167.72.179
46.101.223.115
46.101.76.121
46.101.35.138
45.248.77.142
45.153.160.138
45.83.67.207
45.83.67.206
45.83.67.205
45.83.67.204
45.83.67.203
45.83.67.202
45.83.67.201
45.83.67.200
45.83.67.199
45.83.67.198
45.83.67.197
45.83.67.196
45.83.67.195
45.83.67.194
45.83.67.193
45.83.67.192
45.83.67.191
45.83.67.190
45.83.67.189
45.83.67.188
45.83.67.187
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45.83.67.186
45.83.67.185
45.83.67.184
45.83.67.183
45.83.67.182
45.83.67.181
45.83.67.180
45.83.67.178
45.83.67.177
45.83.67.176
45.83.67.175
45.83.67.172
45.83.67.171
45.83.67.170
45.83.67.169
45.83.67.168
45.83.67.167
45.83.67.166
45.83.67.165
45.83.67.164
45.83.67.163
45.83.67.162
45.83.67.161
45.83.67.160
45.83.67.159
45.83.67.158
45.83.67.157
45.83.67.156
45.83.67.155
45.83.67.154

45.83.67.153

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS
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45.83.67.152
45.83.67.151
45.83.67.150
45.83.67.149
45.83.67.148
45.83.67.147
45.83.67.146
45.83.67.145
45.83.67.144
45.83.67.143
45.83.67.142
45.83.67.141
45.83.67.140
45.83.67.139
45.83.67.138
45.83.67.137
45.83.67.136
45.83.67.135
45.83.67.134
45.83.67.131
45.83.67.130
45.83.67.129
45.83.67.127
45.83.67.126
45.83.67.125
45.83.67.124
45.83.67.123
45.83.67.122
45.83.67.121
185.220.101.59
185.220.101.57
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Gold
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185.220.101.56
185.220.101.52
185.220.101.51
185.220.101.50
185.220.101.46
185.220.101.45
185.220.101.44
185.220.101.42
185.220.101.41
185.220.101.39
185.220.101.38
185.220.101.35
185.220.101.28
185.220.101.6
111.193.180.158
110.42.200.96
109.248.114.78
109.74.192.52
109.73.65.32
109.70.150.139
109.70.150.120
109.70.100.31
109.70.100.27
109.70.100.23
107.189.29.107
107.189.12.169
107.189.3.246
104.244.78.213
104.244.76.180
104.244.76.44
104.244.73.8

Microsoft
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SECURE
104.200.138.39 45.83.67.15 45.83.66.236
103.232.137.187 45.83.67.14 45.83.66.235
103.232.137.64 45.83.67.13 45.83.66.234
103.232.137.55 45.83.67.12 45.83.66.233
103.135.250.20 45.83.67.11 45.83.66.232
45.83.67.120 45.83.67.10 45.83.66.231
45.83.67.119 45.83.67.9 45.83.66.230
45.83.67.118 45.83.67.8 45.83.66.229
45.83.67.117 45.83.67.7 45.83.66.228
45.83.67.115 45.83.67.6 45.83.66.227
45.83.67.114 45.83.67.5 45.83.66.226
45.83.67.113 45.83.67.4 45.83.66.225
45.83.67.112 45.83.67.1 45.83.66.224
45.83.67.111 45.83.67.0 45.83.66.223
45.83.67.110 45.83.66.255 45.83.66.222
45.83.67.109 45.83.66.254 45.83.66.221
45.83.67.30 45.83.66.253 45.83.66.220
45.83.67.29 45.83.66.252 45.83.66.219
45.83.67.28 45.83.66.251 45.83.66.218
45.83.67.27 45.83.66.250 45.83.66.215
45.83.67.26 45.83.66.249 45.83.66.214
45.83.67.25 45.83.66.248 45.83.66.213
45.83.67.24 45.83.66.247 45.83.66.212
45.83.67.23 45.83.66.246 45.83.66.211
45.83.67.22 45.83.66.245 45.83.66.210
45.83.67.21 45.83.66.244 45.83.66.209
45.83.67.20 45.83.66.242 45.83.66.208
45.83.67.19 45.83.66.241 45.83.66.207
45.83.67.18 45.83.66.240 45.83.66.206
45.83.67.17 45.83.66.238 45.83.66.205
45.83.67.16 45.83.66.237 45.83.66.204

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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45.83.66.203
45.83.66.202
45.83.66.201
45.83.66.200

45.153.160.135

45.153.160.134

45.153.160.129

45.144.225.119

45.83.67.254
45.83.67.253
45.83.67.250
45.83.67.249
45.83.67.248
45.83.67.247
45.83.67.246
45.83.67.245
45.83.67.244
45.83.67.243
45.83.67.242
45.83.67.241
45.83.67.240
45.83.67.239
45.83.67.238
45.83.67.236
45.83.67.235
45.83.67.234
45.83.67.233
45.83.67.232
45.83.67.231
45.83.67.230

45.83.67.229

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
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45.83.67.228
45.83.67.227
45.83.67.226
45.83.67.225
45.83.67.224
45.83.67.223
45.83.67.222
45.83.67.221
45.83.67.220
45.83.67.219
45.83.67.218
45.83.67.217
45.83.67.214
45.83.67.213
45.83.67.212
45.83.67.211
45.83.67.210
45.83.67.209
45.83.67.208
45.83.66.199
45.83.66.198
45.83.66.197
45.83.66.196
45.83.66.195
45.83.66.194
45.83.66.193
45.83.66.192
45.83.66.191
45.83.66.190
45.83.66.189
45.83.66.188
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45.83.66.89
45.83.66.86
45.83.66.85
45.83.66.84
45.83.66.83
45.83.66.82
45.83.66.81
45.83.66.80
45.83.66.79
45.83.66.78
45.83.66.77
45.83.66.76
45.83.66.75
45.83.66.73
45.83.66.72
45.83.66.71
45.83.66.70
45.83.66.69
45.83.66.68
45.83.66.67
45.83.66.65
45.83.66.64
45.83.66.63
45.83.66.62
45.83.66.61
45.83.66.60
45.83.66.59
45.83.66.58
45.83.66.57
45.83.66.56
45.83.66.55
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45.83.66.54
45.83.66.53
45.83.66.52
45.83.66.51
45.83.66.50
45.83.66.49
45.83.66.48
45.83.66.47
45.83.66.46
45.83.66.43
45.83.66.42
45.83.66.41
45.83.66.40
45.83.66.39
45.83.66.38
45.83.66.37
45.83.66.36
45.83.66.35
45.83.66.34
45.83.66.33
45.83.66.32
45.83.66.31
45.83.66.30
45.83.66.29
45.83.66.28
45.83.66.27
45.83.66.26
45.83.66.25
45.83.66.24
45.83.66.23

45.83.66.22

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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45.83.66.21
45.83.66.20
45.83.66.19
45.83.66.18
45.83.66.17
45.83.66.16
45.83.66.15
45.83.66.14
45.83.66.13
45.83.66.12
45.83.66.11
45.83.66.10
45.83.66.9
45.83.66.8
45.83.66.7
45.83.66.6
45.83.66.5
45.83.67.108
45.83.67.107
45.83.67.106
45.83.67.105
45.83.67.104
45.83.67.103
45.83.67.102
45.83.67.101
45.83.67.100
45.83.67.99
45.83.67.98
45.83.67.97
45.83.67.96
45.83.67.95
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P
gc
1;’

w

B

i>

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

45.83.67.94
45.83.67.93
45.83.67.92
45.83.67.91
45.83.67.88
45.83.67.87
45.83.67.86
45.83.67.85
45.83.67.84
45.83.67.83
45.83.67.82
45.83.67.81
45.83.67.79
45.83.67.78
45.83.67.77
45.83.67.76
45.83.67.75
45.83.67.74
45.83.67.73
45.83.67.72
45.83.67.71
45.83.67.69
45.83.67.68
45.83.67.66
45.83.67.65
45.83.67.64
45.83.67.63
45.83.67.62
45.83.67.61
45.83.67.60
45.83.67.59

Microsoft
Partner

B Microsoft



O LN

SECURE

45.83.67.58
45.83.67.57
45.83.67.56
45.83.67.55
45.83.67.53
45.83.67.52
45.83.67.51
45.83.67.50
45.83.67.49
45.83.67.48
45.83.67.46
45.83.67.43
45.83.67.42
45.83.67.41
45.83.67.40
45.83.67.39
45.83.67.38
45.83.67.37
45.83.67.36
45.83.67.35
45.83.67.34
45.83.67.33
45.83.67.32
45.83.67.31
45.83.65.70
45.83.65.69
45.83.65.68
45.83.65.67
45.83.65.66
45.83.65.65

45.83.65.64

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS

45.83.65.63
45.83.65.62
45.83.65.61
45.83.65.60
45.83.65.59
45.83.65.58
45.83.65.57
45.83.65.56
45.83.65.55
45.83.65.54
45.83.65.53
45.83.65.6
45.83.65.5
45.83.65.2
45.83.65.1
45.83.65.0
45.83.64.255
45.83.64.254
45.83.64.253
45.83.64.252
45.83.64.251
45.83.64.250
45.83.64.249
45.83.64.248
45.83.64.247
45.83.64.246
45.83.64.245
45.83.64.244
45.83.64.243
45.83.64.242
45.83.64.241

ISO/IEC 20000-1

CERTIFIED

w

B

i>

P
gc
1;’

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

45.83.64.240
45.83.64.239
45.83.64.238
45.83.64.237
45.83.64.236
45.83.64.235
45.83.64.234
45.83.64.232
45.83.64.231
45.83.64.230
45.83.64.229
45.83.64.228
45.83.64.227
45.83.64.226
45.83.64.225
45.83.64.224
45.83.64.223
45.83.64.222
45.83.64.221
45.83.64.220
45.83.64.219
45.83.64.216
45.83.64.215
45.83.64.214
45.83.64.213
45.83.64.212
45.83.64.211
45.83.64.210
45.83.64.209
45.83.64.208
45.83.64.207

Microsoft
Partner

B Microsoft



O LN

SECURE

45.83.64.206
45.83.64.205
45.83.64.204
45.83.64.203
45.83.64.202
45.83.64.201
45.83.64.200
45.83.64.199
45.83.64.198
45.83.64.197
45.83.64.196
45.83.64.195
45.83.64.194
45.83.64.193
45.83.64.192
45.83.64.191
45.83.64.190
45.83.64.189
45.83.64.188
45.83.64.187
45.83.64.186
45.83.64.185
45.83.64.184
45.83.66.165
45.83.66.164
45.83.66.163
45.83.66.162
45.83.66.161
45.83.66.160
45.83.66.159

45.83.66.158

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS

45.83.66.157
45.83.66.156
45.83.66.155
45.83.66.154
45.83.66.153
45.83.66.152
45.83.66.151
45.83.66.150
45.83.66.149
45.83.66.148
45.83.66.147
45.83.66.146
45.83.66.145
45.83.66.144
45.83.66.143
45.83.66.142
45.83.66.141
45.83.66.140
45.83.66.139
45.83.66.138
45.83.66.137
45.83.66.136
45.83.66.135
45.83.66.134
45.83.66.132
45.83.66.129
45.83.66.128
45.83.66.126
45.83.66.125
45.83.66.124
45.83.66.123

ISO/IEC 20000-1

CERTIFIED

w

P
gc
1;’

B

i>

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

45.83.66.122
45.83.66.121
45.83.66.120
45.83.66.119
45.83.66.118
45.83.66.117
45.83.66.116
45.83.66.115
45.83.66.114
45.83.66.113
45.83.66.112
45.83.66.111
45.83.66.110
45.83.66.109
45.83.66.108
45.83.66.107
45.83.66.106
45.83.66.105
45.83.66.104
45.83.66.103
45.83.66.102
45.83.66.101
45.83.66.100
45.83.66.99

45.83.66.98

45.83.66.97

45.83.66.96

45.83.66.95

45.83.66.94

45.83.66.93

45.83.66.92

Microsoft
Partner

B Microsoft



F Y
A4

1

SECURE

45.83.66.91

45.83.66.90

45.83.65.
45.83.65.
45.83.65.
45.83.65.
45.83.65.
45.83.65.
45.83.65.
45.83.65.
45.83.65.
45.83.65.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.
45.83.64.

45.83.64.

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS

160
159
158
157
156
155
154
153
152
151
182
181
180
179
178
177
174
173
172
171
170
169
168
167
166
165
111
110
109

45.83.64.108
45.83.64.107
45.83.64.106
45.83.64.105
45.83.64.104
45.83.64.103
45.83.64.102
45.83.64.101
45.83.64.100
45.83.64.99
45.83.64.98
45.83.64.97
45.83.64.96
45.83.64.95
45.83.64.94
45.83.64.93
45.83.64.90
45.83.64.89
45.83.64.86
45.83.64.85
45.83.64.84
45.83.64.83
45.83.64.82
45.83.64.81
45.83.64.80
45.83.64.79
45.83.64.78
45.83.64.76
45.83.64.75
45.83.64.74
45.83.64.73

ISO/IEC 20000-1

CERTIFIED

w

B

i>

P
gc
1;’

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

45.83.64.72
45.83.64.71
45.83.64.70
45.83.64.69
45.83.64.68
45.83.64.67
45.83.64.66
45.83.64.65
45.83.64.64
45.83.64.63
45.83.64.62
45.83.64.61
45.83.64.60
45.83.64.59
45.83.64.58
45.83.64.57
45.83.64.56
45.83.64.55
45.83.64.54
45.83.64.53
45.83.64.52
45.83.64.51
45.83.64.50
45.83.64.47
45.83.64.46
45.83.64.45
45.83.64.44
45.83.64.43
45.83.64.42
45.83.64.41
45.83.64.39

Microsoft
Partner

B Microsoft



F Y
A4

45.83.64.38
45.83.64.37
45.83.64.36
45.83.64.35
45.83.64.34
45.83.64.33
45.83.64.32
45.83.64.31
45.83.66.187
45.83.66.185
45.83.66.184
45.83.66.183
45.83.66.182
45.83.66.181
45.83.66.180
45.83.66.179
45.83.66.178
45.83.66.177
45.83.66.176
45.83.66.175
45.83.66.172
45.83.66.171
45.83.66.170
45.83.66.168
45.83.66.167
45.83.66.166
45.83.65.52
45.83.65.51
45.83.65.50
45.83.65.49

45.83.65.48

1

SECURE

45.83.65.45
45.83.65.44
45.83.65.43
45.83.65.42
45.83.65.41
45.83.65.39
45.83.65.38
45.83.65.37
45.83.65.36
45.83.65.35
45.83.65.34
45.83.65.33
45.83.65.32
45.83.65.31
45.83.65.30
45.83.65.29
45.83.65.28
45.83.65.27
45.83.65.26
45.83.65.25
45.83.65.24
45.83.65.23
45.83.65.22
45.83.65.21
45.83.65.20
45.83.65.19
45.83.65.18
45.83.65.17
45.83.65.16
45.83.65.15
45.83.65.14

THREAT HORIZON

45.83.65.13
45.83.65.11
45.83.65.10
45.83.65.9

45.83.65.8

45.83.65.7

45.83.64.30
45.83.64.29
45.83.64.28
45.83.64.27
45.83.64.26
45.83.64.25
45.83.64.24
45.83.64.23
45.83.64.22
45.83.64.21
45.83.64.20
45.83.64.19
45.83.64.18
45.83.64.17
45.83.64.16
45.83.64.15
45.83.64.14
45.83.64.13
42.193.8.97

23.129.64.137

23.129.64.134

23.129.64.133

23.129.64.132

23.129.64.130

23.108.92.140

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS

ISO/IEC 20000-1

CERTIFIED

w

P
gc
1;’

B

i>

ISOfIEC 27001

CERTIFIED

Golei
Microsoft
Partner

B Microsoft



O LN

SECURE

23.82.194.168
23.82.194.167
18.118.13.24
18.116.198.193
5.255.97.170
5.254.101.169
5.254.101.167
5.254.43.59
5.189.162.164
5.2.72.124
45.83.64.164
45.83.64.163
45.83.64.162
45.83.64.161
45.83.64.160
45.83.64.159
45.83.64.158
45.83.64.157
45.83.64.156
45.83.64.155
45.83.64.154
45.83.64.153
45.83.64.152
45.83.64.151
45.83.64.150
45.83.64.149
45.83.64.148
45.83.64.146
45.83.64.145
45.83.64.144

45.83.64.143

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS ‘ /

45.83.64.142
45.83.64.141
45.83.64.140
45.83.64.139
45.83.64.138
45.83.64.137
45.83.64.135
45.83.64.133
45.83.64.131
45.83.64.130
45.83.64.129
45.83.64.128
45.83.64.127
45.83.64.126
45.83.64.125
45.83.64.124
45.83.64.123
45.83.64.122
45.83.64.121
45.83.64.120
45.83.64.119
45.83.64.118
45.83.64.117
45.83.64.116
45.83.64.115
45.83.64.114
45.83.64.113
45.83.64.112
213.202.216.189
212.193.30.142
212.192.246.95

ISO/IEC 20000-1

CERTIFIED

w

B

i>

P
gc
1;’

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

209.141.45.227
198.98.60.19
197.246.171.111
45.83.64.12
45.83.64.11
45.83.64.10
45.83.64.9
45.83.64.8
45.83.64.7
195.123.247.209
194.135.33.152
185.232.23.46
185.220.101.62
185.129.61.4
178.17.171.150
193.189.100.201
159.89.180.119
159.89.113.255
159.65.175.123
159.65.155.208
159.65.146.60
147.182.199.94
147.182.154.100
185.165.168.77
142.93.36.237
135.148.43.32
134.56.204.191
122.161.53.44
121.5.219.20
103.214.5.13
103.90.239.209

Microsoft
Partner

B Microsoft



e

SECURE

101.35.154.34
91.245.81.65
91.219.237.21
91.203.5.146
89.163.154.91
68.79.17.59
66.220.242.222
109.70.100.36
109.70.100.28
107.189.29.41
107.189.14.76
107.189.10.137
104.244.76.173
104.244.75.74
5.157.38.50
5.135.141.139
5.101.145.43
5.101.145.41
3.249.34.36
164.90.199.216
162.247.74.202
159.65.3.102
178.20.55.16
167.99.164.160
107.189.11.163
104.244.79.6
88.80.20.86
82.221.131.71
147.182.167.165
147.182.150.124

62.171.142.3

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS ‘ /

138.197.216.230
45.83.67.67
193.189.100.197
193.122.108.228
192.42.116.20
188.166.26.105
167.99.83.42
94.230.208.148
23.129.64.135
1.116.59.211
139.177.178.126
139.177.178.19
5.183.209.135
5.182.210.155
193.189.100.195
188.166.92.228
185.220.103.119
185.220.103.7
185.220.103.4
182.99.246.187
167.99.221.217
159.89.154.102
157.245.109.75
157.230.32.67
156.146.35.73
185.220.101.169
151.115.60.113
147.182.242.241
147.182.242.144
147.182.219.9
147.182.216.21

ISO/IEC 20000-1

CERTIFIED

w

B

i>

P
gc
1;’

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

147.182.213.12
142.93.34.250
139.28.218.132
138.199.21.9
138.197.193.220
138.197.167.229
138.197.108.154
138.197.106.234
134.122.34.28
122.161.50.23
116.62.20.122
116.24.67.213
115.151.229.39
109.237.96.124
109.70.100.26
107.189.14.98
143.198.45.117
143.198.32.72
104.244.74.211
193.189.100.203
82.102.25.253
62.76.41.46
46.105.95.220
45.153.160.133
39.102.236.51
20.71.156.146
5.182.210.216
5.2.69.50
45.155.205.233
45.153.160.131
45.137.21.9

Microsoft
Partner

B Microsoft



e

SECURE

45.33.120.240
35.170.71.122
34.247.50.189
20.205.104.227
1.209.249.188
1.14.17.89
185.4.132.183
142.93.151.166
107.189.31.241
104.244.77.235
54.173.99.121
45.153.160.2
185.220.102.241
185.220.102.7
185.100.86.128
185.10.68.168
107.189.12.135
68.183.198.247
68.183.44.143
23.129.64.145
23.120.182.121
185.129.61.1
181.214.39.2
178.62.79.49
138.68.167.19
23.129.64.141
72.223.168.73
51.255.106.85
46.182.21.248
89.234.182.139
164.52.212.196

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS

193.196.53.232
42.192.11.41
45.130.229.168
18.228.7.109
45.33.47.240
80.78.254.57
176.32.33.14
137.184.61.190
205.185.1156.217
92.63.197.53
111.90.159.106
122.51.164.83
146.71.79.230
185.181.10.234
185.191.32.198
207.38.87.6
3.215.110.66
31.210.20.181
34.81.218.76
42.112.28.216
45.137.151.106
80.211.206.105
82.118.18.201
192.168.50.4
193.3.19.159
167.71.13.196
45.83.193.150
31.220.58.29
172.105.241.146
103.232.136.60

107.151.148.53

ISO/IEC 20000-1

CERTIFIED

w

B

i>

P
gc
1;’

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

109.205.176.248
119.28.91.153
139.224.104.121
139.59.138.109
139.59.247.28
142.93.148.12
142.93.209.113
146.70.75.93
155.94.154.170
168.149.106.110
172.107.194.164
172.107.194.165
177.52.40.22
182.99.234.10
185.213.155.168
194.163.44.188
194.163.45.31
200.60.27.131
202.47.39.97
207.180.202.75
217.146.83.165
217.146.83.169
3.26.198.32
43.230.65.80
45.123.15.153
45.61.146.242
45.80.149.175
45.80.151.69
49.37.144.105
5.188.62.245
5.188.62.250

Microsoft
Partner

B Microsoft



O LN

SECURE

62.112.11.79
62.112.11.81
62.210.130.250
68.183.45.190
77.40.42.110
80.71.158.12
92.242.40.21
93.189.42.8
45.134.144.108
45.146.164.177
65.154.226.165
66.240.219.146
91.218.114.111
94.182.176.136
104.149.151.186
139.162.145.250
139.162.207.252
144.126.156.182
162.142.125.193
176.125.235.107
180.149.125.169
184.105.247.252
185.189.182.234
185.220.205.106
192.241.195.193
192.241.199.113
192.241.199.143
192.241.199.239
192.241.200.201
192.241.202.187
192.241.203.236

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS

192.241.204.149
192.241.205.195
192.241.207.141
192.241.207.171
192.241.207.180
192.241.207.200
192.241.207.201
192.241.207.204
192.241.207.231
192.241.208.126
192.241.208.138
192.241.208.163
192.241.209.134
192.241.209.167
192.241.209.199
192.241.210.106
192.241.210.128
192.241.210.196
192.241.210.229
192.241.210.249
192.241.211.125
192.241.211.141
192.241.211.144
192.241.211.160
192.241.211.217
192.241.211.245
192.241.212.111
192.241.212.132
192.241.212.156
192.241.212.158

192.241.212.237

ISO/IEC 20000-1

CERTIFIED

w

B

i>

P
gc
1;’

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

192.241.213.101
192.241.213.104
192.241.213.118
192.241.213.140
192.241.213.143
192.241.213.151
192.241.213.152
192.241.213.164
192.241.213.168
192.241.213.183
192.241.213.251
192.241.213.252
192.241.214.122
192.241.214.143
192.241.214.167
192.241.214.219
192.241.215.139
192.241.215.147
192.241.215.174
198.199.106.197
198.199.116.203
207.154.214.136
212.192.240.114
103.156.91.182
103.203.57.29
104.152.52.121
104.1562.52.197
106.75.169.79
109.237.103.38
109.248.6.130
109.248.6.239

Microsoft
Partner

B Microsoft



e

SECURE

116.9.31.143
118.184.177.31
128.14.133.58
128.14.134.170
128.14.141.34
134.122.112.12
142.93.187.10
143.198.23.39
145.225.60.133
156.146.50.141
157.55.39.55
158.255.7.151
158.255.7.208
159.89.154.208
162.221.192.26
162.62.8.217
165.154.21.120
165.22.216.92
165.22.31.152
170.106.34.66
170.130.187.50
178.239.21.147
178.73.215.171
182.161.66.103
183.136.225.9
185.156.73.12
185.156.73.120
185.180.143.79
191.101.217.11
192.241.194.12

192.241.196.90

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900

CYBER
ESSENTIALS

PLUS ‘ /

192.241.201.16
192.241.207.90
192.241.207.91
192.241.208.26
192.241.209.41
192.241.209.73
192.241.210.69
192.241.210.81
192.241.211.31
192.241.211.44
192.241.211.70
192.241.211.90
192.241.212.16
192.241.212.50
192.241.213.19
192.241.213.20
192.241.213.68
192.241.213.99
192.241.214.42
192.241.214.58
192.241.214.64
192.241.214.71
192.241.214.89
192.241.214.91
192.241.215.42
192.241.215.47
192.241.215.48
192.241.215.76
192.241.215.77
192.241.215.78
192.241.215.95

ISO/IEC 20000-1

CERTIFIED

w

B

i>

P
gc
1;’

ISOfIEC 27001

CERTIFIED

Gold

THREAT HORIZON

192.35.168.112
192.35.168.176
192.35.168.64
193.118.53.194
193.118.53.202
198.199.108.28
198.199.112.37
198.199.118.72
198.199.95.200
205.169.39.196
209.141.50.223
216.218.206.67
27.115.124.38
27.115.124.45
27.115.124.6
35.233.62.116
37.187.122.82
40.77.167 1
42.123.110.48
45.137.20.220
45.155.126.3
45.79.114.128
46.249.33.123
47.242.93.84
58.250.125.68
58.250.125.93
60.217.72.12
60.217.75.69
65.49.20.67
68.183.90.60
71.6.146.130
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THREAT HORIZON

86.109.208.194
82.102.18.110
81.30.157.43
68.183.203.184
68.183.37.10
68.183.36.244
67.207.82.195
62.102.148.69
62.102.148.68
61.175.202.154
54.37.16.241
45.83.64.1
45.79.125.19
45.79.92.73
45.77.33.141
45.64.75.134
45.61.188.164
45.61.136.76
45.56.87.181
45.56.87.129
45.33.50.214
45.13.104.179
45.12.134.108
44.192.244.182
44.192.244.127
42.192.69.45
42.192.17.155
42.159.91.12
42.98.70.127

41.203.140.114

37.221.66.128
37.187.96.183
37.120.247.125
37.120.203.182
37.120.203.181
37.120.199.196
71.6.199.23
80.82.77.192
80.82.78.39
87.251.64.150
92.118.161.17
104.21.27.209

For more information, please contact us:enquiries@itcsecure.com or 0207 517 3900
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